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Abstract—In response to the need for reliable and secure
communication systems to ensure public safety in sixth-
generation (6G) wireless networks, this paper addresses the
challenges of utilizing drones (Unmanned Aerial Vehicles

Satellite

. HAPS
or UAV) for vehicle-to-vehicle (V2V) communication. While a—
6G networks promise rapid data delivery with minimal Sl
latency, ensuring consistent connectivity poses a significant UAV .
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challenge, particularly in scenarios vital for public safety. To
mitigate these challenges, we propose integrating drones into
the communication infrastructure. Our novel approach in-
volves drones collaboratively retrieving content from service
providers and establishing secure connections with vehicles
to facilitate secuer and efficient data exchange. We propose
two innovative protocols: SeGDS for coordinated group data
retrieval among drones, and SeDDS for secure direct data
sharing with vehicles. These protocols offer lightweight,
certificate-free solutions with features such as vehicle revo-
cation, non-repudiation, and mutual authentication. Empha-
sizing high availability, our protocols effectively detect and
mitigate Denial of Service (DoS) and free riding attacks.
This ensures robust security for UAV swarm deployments
and public safety. Furthermore, we evaluate the energy
efficiency of our proposed protocols, demonstrating their
effectiveness in reducing energy consumption compared to
existing methods. Specifically, SeDDS reduces computation
overhead by 1.5x, while SeGDS decreases communication
costs by 2.5x. Leveraging certificateless signcryption and
certificateless multi-receiver encryption, our protocols for the
first time provide a comprehensive solution for securing and
enhancing communication in 6G networks, critical for public
safety and mission-critical services.

Index Terms—Unmanned Aerial Vehicle (UAV), VANET,
V2X, Group data downloading, Zero-Trust, Certificateless,
Signcryption, 6G

1. Introduction

The sixth generation of wireless communication net-
works (6G) brings a significant advancements in connec-
tivity. These advancements include lightning-fast data de-
livery speeds of up to 1 Tbps, marking a notable hundred-
fold increase over the capabilities of its predecessor, 5G.
Moreover, 6G exhibits ultra-low latency, with response
times reaching below 100 milliseconds, and demonstrates
significantly enhanced energy efficiency [1]. These re-
markable features hold the potential to revolutionize vari-
ous aspects of communication technology, enabling trans-
formative applications ranging from real-time immersive
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Figure 1. The architecture of UAV-assisted networks in BSG/6G (HAPS:
High Altitude Platform System, UAV: Unmanned Aerial Vehicles, RSU:
Road Side Unit)

experiences to the establishment of resilient emergency
networks. However, realizing these ambitious objectives
necessitates the development of innovative infrastructure
solutions.

Traditionally, network coverage in terrestrial environ-
ments has been predominantly handled by terrestrial base
stations. However, these base stations often face limita-
tions, particularly in scenarios that demand ubiquitous
connectivity, such as disaster response efforts or commu-
nication in remote areas. In response to these challenges,
unmanned aerial vehicles (UAVs), commonly known as
drones, have emerged as a viable solution [2]. Leveraging
their dynamic mobility and adaptability, as illustrated in
Figure 1, UAVs are capable of filling coverage gaps and
dynamically adjusting network resources to meet critical
service delivery needs.

UAVs demonstrate immense potential in providing
emergency networking capabilities in the aftermath of nat-
ural disasters [3]. Their ability to rapidly deploy and estab-
lish temporary communication infrastructure in disaster-
stricken areas can significantly improve response times
and facilitate coordination efforts among emergency re-
sponders. Overall, UAVs represent a versatile and adapt-
able solution for extending network coverage and en-
hancing communication resilience in various challenging
environments.

In the context of UAV-assisted Vehicular Ad-hoc Net-
works (VANETSs), the integration of UAVs introduces
new dimensions to the network architecture and opera-
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tion. VANETS are characterized by highly dynamic and
mobile nodes, such as vehicles, which require seamless
and reliable communication for various applications, in-
cluding traffic management, collision avoidance, and in-
fotainment services. However, traditional terrestrial infras-
tructure may face limitations in providing comprehensive
coverage, especially in areas with sparse or no network
coverage. UAVs offer a promising solution to address
these coverage challenges by providing on-demand aerial
connectivity and augmenting the existing terrestrial in-
frastructure [4]. Their ability to rapidly deploy and adapt
to changing network conditions makes them well-suited
for enhancing communication resilience and extending
network coverage in VANETSs [5]. By leveraging UAVs
in VANET environments, it becomes possible to achieve
more robust and efficient data sharing protocols, facilitat-
ing improved traffic management, enhanced safety mea-
sures [6], and seamless connectivity for vehicles on the
move.

However security concerns of UAV-assisted networks
remain in their infancy [7]. Notably, recent studies iden-
tified vulnerabilities to localization attacks [8], and lack
of robust access control and authenticated message ex-
change among UAVs [9]- [10]. However, realizing the
full potential of these networks hinges on addressing
a central challenge: establishing secure communication
channels among entities [11]. This is particularly crucial
as UAVs collaborate to download data for performance
enhancement and service delivery. Unsecured channels
pose a significant risk, exposing sensitive data to in-
terception and manipulation, thereby compromising data
privacy and network integrity. Moreover, ensuring reliable
data delivery to end-users is paramount for minimizing
delays and errors, especially in real-time applications and
emergency networks.

This paper addresses both challenges by presenting
two innovative protocols for secure and energy-efficient
content sharing in UAV-assisted VANETS.

¢ Group Data Sharing Protocol enables effi-
cient content sharing among collaborating UAVs
by downloading data packets, minimizing redun-
dancy, and expediting delivery.

o Direct Data Sharing Protocol ensures secure
and non-repudiable direct data sharing between
UAVs and vehicles, eliminating intermediate hops
for tamper-proof transmission without third-party
intervention.

By meticulously analyzing the security, performance,
and overhead of these protocols against state-of-the-art,
we showcase their superiority. This research establishes
the groundwork for resilient and dependable communi-
cation channels in the evolving 6G era, unlocking the
potential of UAV-assisted VANETS.

2. Background

2.1. Extensible Authentication Protocol (EAP) in
Beyond 5G

In the context of 5G and emerging 6G networks, Ex-
tensible Authentication Protocol with AKA (EAP-AKA)
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is pivotal for secure User Equipment (UE) authentication.
This process centers around the Authentication Server
Function (AUSF), a central entity managing user identities
and cryptographic keys. EAP-AKA involves a crypto-
graphic handshake initiated by the UE (or UAV), with the
AUSF verifying the identity using a shared secret, estab-
lishing trust for encrypted communication. The AUSF’s
dual role includes issuing unique device IDs for verifi-
cation in distributed protocols and facilitating high-level
authentication for access to sensitive data [12]. In our
proposed protocols, UAVs and vehicles use legitimate
network IDs for registration in the data sharing schemes
detailed in Sec 3.

2.2. Cellular-assisted V2V Communications

Cellular networks enables direct interaction between
nearby devices called Device-to-device (D2D) commu-
nication, providing benefits like improved latency and
personalized content delivery. In cellular-controlled D2D,
the base station manages connections for optimal net-
work performance. Unlicensed-spectrum-based channels,
utilizing Wi-Fi Direct or Bluetooth, offers autonomy and
flexibility [13]. D2D applications extend beyond mobile
networks; Swarm UAVs group nearby UAVs for efficient
content sharing [14]- [2], and Cellular-Assisted V2X en-
hances direct communication between vehicles for im-
proved safety and traffic management [15]. In this paper,
we introduce a novel secure authentication and message
exchange protocol for unlicensed-spectrum D2D, a first
in the field. Additionally, we present a cluster-based D2D
protocol operating on licensed spectrum, enhancing secure
collaborative content sharing among UAVs in proximity.

2.3. Certificateless Signcryption

Certificateless signcryption (CL-signcryption) offers a
cryptographic primitive combining digital signature and
encryption functionalities into a single operation. Instead
of relying on pre-issued certificates, users derive their keys
based on their identities, simplifying key management
compared to certificate-based schemes. CL-signcryption
offers three main functionalities:

1) Signature: It allows a user to prove ownership of
their identity while authenticating data integrity
and non-repudiation.

Encryption: It enables secure data confidentiality
by encrypting information for specific intended
recipients using their identities.

Signcryption: It combines both functionalities,
simultaneously signing and encrypting data for
authenticity and confidentiality in a single step.

2)

3)

In this paper, we employed [16] for its efficient certifi-
cateless signcryption functionalities.

2.4. Certificateless Multireceiver Encryption

Certificateless Multireceiver Encryption is a crypto-
graphic approach devised to secure data transmission in
multicast scenarios without the need for traditional public
key certificates. It addresses scalability and efficiency
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challenges inherent in conventional multicast encryption
by streamlining the key distribution process.

1) Multireceiver  Encryption (CL-MREnc):
Sender utilizes the group leader’s public key
and unique identifiers for each recipient, then
generates a multicast session key for encrypting
the data, ensuring confidentiality.

Multireceiver Decryption (CL-MRDec): Recip-
ient employs their unique identifier and private
key to derive the multicast session key.

2)

CL-MREnc streamlines key management, improves
scalability, and offers an effective solution for secure mul-
ticast communication, notably advantageous in scenarios
like UAV-assisted networks. Here, we leverage [17] for
the proposed secure collaborative data sharing scheme
detailed in Sec. 3.

2.5. Threat Model

Adhering to the Dolev-Yao threat model [18], ad-
versaries possess the capability to intercept messages
transmitted through public channels, initiate and receive
conversations with other participants, and engage in entity
impersonation. We assume the Service Provider (Cloud)
operates honestly and provides the original content. Simi-
larly, the Road Side Unit (RSU) is trusted with monitoring
the behavior of UAVs and revoking credentials from con-
sistently misbehaving UAVs. UAVs are considered ratio-
nal entities with limited resources, behaving maliciously
only when there’s a perceived benefit. Collisions among
adversaries are possible.

3. SeGDS: Secure Group Data Sharing
Scheme

In this section, the proposed cooperative data sharing
protocol is explained step by step. It is assumed that the
group members have been informed about the identity and
public key of the RSU acting as a leader for a collaborative
data downloading session.

TABLE 1. NOTATION DEFINITIONS

Term Description
CcSpP Content Service Provider
FN,FS File Name, File Segment

CLGSC(ID;,0,%)
CLGSC(ID;, 1D, %)

Signature of entity with 1D;
Signcryption of entity with ID; to ID;

3.1. System Initialization Phase

AUSF selects a cycle group G with generator PP on an
elliptic curve with two prime numbers p, and g given the
security parameter k. Additionally, the AUSF selects z( as
the private master key and ) = xo P as the public master
key. The four hash functions are selected as Hp : {0, 1}* x
GxGxG— Z;, H : G x{0,1}* x {0,1}* — Z,
Hy : G x G — {0,1}", and H3 equivalent to SHA-256.
The utilized symmetric encryption function is AES-256.
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3.2. Registration Phase

UAVs submit membership requests containing their
identifier (I D;), partial secret key x; € Z; for i >=1,
and public partial key X; = =z;P. The AUSF opera-
tion verifies these requests, ensuring access authorization
and UAV authentication. Following successful verifica-
tion, the AUSF encrypts the UAV’s partial keys (z;,Y;) as
Zi = yi+x0H0(IDi7 }/’hXia XO) when Yi € Z;a Y, = sz
and transmits them through a secure channel. The full
private key of the entity with ID; is (z;, ;). A similar
registration process is followed for vehicles.

3.3. Session Setup Phase

The designated RSU establishes a secure session with
the content service provider. It involves sharing the target
file name F'N and generating a data encryption key (K )
through Diffie-Hellman key exchange protocol. Conse-
quently, the content server provider utilizes /4 to encrypt
each segment of the file which will be requested by UAVs
in the downloading phase.

3.4. Task Assignment and Cooperative Download
Phase

RSU distributes downloading tasks among group
members equally or in varied sized segments given the
total file size and UAVs QoS.

Step 1: RSU divides the target file segments among
members. Messages sent to UAVs, e.g., UAV with ID;
is My : (IDgrsu,ID;, FN,FS,T,,CLGSC(RSU, 0, x))
indicate a file segment F'S to be downloaded by
UAV;. The timestamp T, marks task assignment, and
the RSU’s signature on the message is represented by
CLGSC(RSU,0,%).

Step 2: UAV; verifies the RSU’s signature upon re-
ceiving the message. Upon confirmation, the UAV for-
wards the message to the content service provider to
download their assigned portion of the file.

Step 3: The content service provider, upon receiving
the UAV’s request, verifies the freshness of the timestamp
and the validity of the RSU’s signature on the message.
Upon confirmation, it encrypts the relevant segment of the
file data associated with F'S with K, and delivers it to
the UAV; as My : (IDgp,ID;, FN,FS,C;,Ts, 05, =
CLGSC(SP,0, H3(C;||*))) where C; = Enc(Kq, M;).

3.5. Data Sharing Phase

In this phase, each UAV shares their downloaded
segment with other UAVs in the group as well as ver-
ifying and accepting received messages. After complet-
ing the download of F'S, each UAV verifies the con-
tent service provider’s signature. If confirmed, it appends
the download completion timestamp (7y) and broad-
cast it among all members as Ms = (Msy,Ty,0, =
CLGSC(ID;,0,(Ms||T4)). Each member verifies re-
ceived messages and accepts the segment data upon con-
firmation. The RSU is responsible for verifying messages
exchanged within the group, and maintains a blacklist for
UAVs shared invalid messages. If a UAV fails to perform
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their assigned task within a specified time window, the
RSU can assume non-cooperation and adds their ID to
the blacklist depends on the record of the UAV in the
system. If any data segments remains, the RSU repeats
3.4 steps.

3.6. Data Consolidation Phase

After downloading all the file segments, the RSU
encrypts the file encryption key K using a multi-receiver
encryption scheme and distributes it among members as
M, (CL — MREnc(Ky), Ty, GLGSC(RSU, 0, %)).
Any UAV added to the RSU’s blacklist should not be
able to decrypt the key value. Upon receiving the mes-
sage, each member verifies the signature, checks the
freshness of the timestamp T, and decrypts the data
using CL-MRDec with the acquired data key through
M; = Dec(Ky, C;). Finally, UAV decrypts the file content
after obtaining the symmetric encryption key K.

Following the completion of the SeGDS protocol, the
UAVs are equipped with the data and have the flexibility
to relocate to areas where the RSU anticipates a demand
for this information, whether for data offloading to alle-
viate traffic load from the base station or for emergency
response scenarios.

4. SeDDS: Secure Direct Data Sharing
scheme

In the following section, the SeDDS protocol is pre-
sented, which enables direct data sharing between UAVs
and vehicles. We presume vehicles to be registered, as
outlined in 3.2, before they can receive services within
the system. Here’s the data sharing steps after a vehicle
discovered the presence of a UAV nearby.

Step 1: VID, sends data
download request to UAV; through
(VID;||ID;||FN||Ts||g*||GLGSC(VID,,0,%)) which
FN describes desired file name, and ¢g“ generated
following the Diffie-Hellman key exchange protocol with
a€Z;.

Step 2: U AV verifies the validity of the received re-
quest; then chooses a random b € Z;, and computes k. =
(g%)b. U AV} encrypts the content M associated with FN
through C’ = Enc(k., M), and transmits the cipher data
as (ID,||VID;||C"||Ts||osp|lo; = GLGSC(ID;,0,%)))
to VID; in which o, shows the original signature of the
service provider on the file.

Step 3: By receiving the message of UAV;,
VID; verifies the o;: if it holds true, VID;
sends a “key hint” request to the UAV; contain-
ing (VID,||ID,|[FN|[T[T\IFN & h(C")llo.q
CLGSC(VID;,0,%). The inclusion of FN & h(C’) in
this request serves the purpose of adhering to the non-
repudiation feature of the protocol, preventing VI D; from
denying the service received later on.

Step 4: Upon receiving a key hint request, UAV;
sends the data encryption key to VID,. To mitigate
payment risk and enhance user experience, a prepay-
ment strategy is employed. VID, is subject to pay a
portion of the credits (0 < p < 100) after receiving
the encrypted data in step 3. Only if VID,; verifies

a
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the data’s originality, U AV} informs the service provider
about the full credit charges. UAV; sends a message
like (ID;||[VID;||g*||FN|lo; = CLGSC(ID;,0,%)) to
VID;.

Step 5: V1D, calculates the data encryption key using
(g*)® and decrypts C’. It verifies the signature of the
service provider, 0. If the signature is valid, VI D; sends
a message (VID;||ID;||FNI||FN @& h(M)||T;||oi2 =
CLGSC(VID;,0,x)) back to the UAV;.

This concludes a secure data exchange between a UAV
and vehicle. Note that SeDDS can perform offline in areas
that UAVs or vehicles dont receieve network coverage.
Whenever UAV; is online can forward the Ack message
from VID; to the service provider. AUSF checks the
validity of VID;’s signatures. If verified, it computes a
hash of the original content F'N through (M & h(C")). If
U AV} has only received o; ; and the XOR result doesn’t
match, it indicates a failed connection. Conversely, if
V1D, has received o; », it signifies a successful data trans-
fer. Moreover, the protocol can be extended to facilitate
data exchange between two vehicles, thereby alleviating
the load on UAVs. AUSF might maintain anonymized
records of vehicle content possessions for incentivization
purposes, proximity-based services, and to reward vehicles
for active participation.

5. Performance Analysis

In the subsequent sections, we quantify the compu-
tation and communication overhead introduced by our
protocols and compare them with state-of-the-art. The
evaluation metrics utilized in this study are based on
those outlined in [19] which is measured for 5G-enabled
VANETS similar to our system model. The cryptographic
functions listed in Table 2 were assessed using the MIR-
ACL [20] and PBC [21] libraries, implemented in C/C++,
and executed on an Intel i7-7500U CPU operating at a
frequency of 2.70 GHz, with 8 GB of RAM. For sim-
plicity, negligible operations, such as hash functions, have
been omitted. Given that UAV-assisted secure data sharing
remains an active area of research [9], we compare our
proposed protocols with related schemes in VANET, as
illustrated in Figures 2 and 3.

TABLE 2. COMPUTATION COST OF UNDERLYING CRYPTOGRAPHIC

OPERATIONS
Operation  Detail Time (ms)

Te Modular exponential operation (1024 bits) 0.249
T Scale multiplication related to elliptic curve 0.576
Top Bilinear pairing 6.574
Tsm Scale multiplication related to a bilinear group 2.132
TAESE AES-256 encryption 0.53
Taesp AES-256 decryption 7.425
RSAG RSA signature generation 12.56
Trsay, RSA signature verification 0.45
Trsag RSA encryption 0.43
TrsAp RSA decryption 12.45

5.1. SeGDS Scheme Performance

5.1.1. Computation Overhead.

o UAV In the task assignment phase, the UAV veri-
fies the RSU’s signature using the CLGSC scheme
[16], taking T,, for verification. Subsequently,
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Figure 2. Performance Evaluation of SeGDS Scheme vs. State of the Art

TABLE 3. COMPARATIVE COMPUTATION AND COMMUNICATION OVERHEAD IN GROUP DATA SHARING SCHEMES (N MEMBERS=5)

Scheme Computation Cost (ms)

Comm. Cost (bytes)

Cui et al. [22] 13T + 3Te + 6NT,

=25.51

2912N+362 = 14.9K

Tan et al. [23]

32Tm + 214, + 187Tc + 2N (Trm + Te) = 4431

1250N = 6.25K

SeGDS

6(N + 1) T + 27. = 21.23

360N+782 = 2.5K

UAVs sign and share their assigned file segments,
each taking T,,, and verify messages received
from the group, collectively taking (N — 1)Ty,.
Upon data consolidation, each UAV verifies the
RSU’s signature on message M, within 7,,,, and
decrypts it using CL-MRDec [17] within T}, to
obtain the data encryption key Ky. UAV then
decrypts the file content within Tygs_p.

e RSU The RSU spends T, to generate a half key
of the Diffie-Hellman scheme for sharing with the
CSP during the session setup phase, and signs
its request within 7),,. During task assignment,
the RSU signs task messages to group members,
requiring N X T,,. Finally, the RSU encrypts the
data encryption key K, using CL-MREnc [17],
taking (2N + 1)T,,.

e CSP The CSP verifies the RSU’s group down-
load session request within 7,,, generates the data
encryption key (using Diffie-Hellman) within 7T,
encrypts the file content within T4y gs_ g, and sub-
sequently verifies each UAV’s download request
signature within 7,,. The encrypted data is then
sent, requiring CSP’s signature in N x T,,.

5.1.2. Communication Overhead. We utilized AES-256
for encryption and CLGSC [16] for signatures, entity IDs,
file names (F'N), file segments (F'S), and Timestamps,
each considered to be 2 bytes.

o UAV UAVs forward the download request to the
CSP, which is 70 bytes in length. They also share
the received downloaded segment, signed, with
other members, totaling C; + 200 bytes.

e RSU The RSU initiates a group session with the
CSP, requiring 92 bytes. It then sends a task
delegation request to members, each taking 70
bytes. During the data consolidation phase, the
RSU shares the data encryption key (from CL-
MREnc scheme) with members, requiring (N +
2)x20+32+60+2 bytes. Therefore, the total com-
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munication overhead for the RSU is 226 + 90N
bytes.

CSP The CSP shares the file segments message to
UAVs, which takes 70 + C; bytes (C; represents
the length of the encrypted file segment using
AES). Additionally, the CSP signs the message.
Thus, the total overhead for the CSP is 70N + C,
where C' is the total encrypted size of the file F'NV.

5.1.3. Overhead Comparison. The summary of SeGDS
overhead is presented in Table 3 with comparison to
similar schemes [22] and [23] which described below.

Cui et al. [22] introduced a secure cooperative
data downloading scheme leveraging edge computing in
VANETS. The method relies on RSUs caching popular
data in nearby edge computing vehicles (ECVs), facil-
itating direct downloads by vehicles. However, the as-
sumption of sufficient available qualified ECVs without
resource constraints and the high communication over-
head making it impractical for dynamic and UAV-assisted
emergency networks.

Tan et al. [23] present a certificateless mutual authen-
tication protocol for UAV group association, employing
a shared partial secret key for secure UAV group key
generation, updates, and dynamic revocation. They sug-
gest a method for remote V2V message dissemination
through decentralized edge RSUs, relying on pre-stored
records. However, the scheme’s dependence on vehicular
cloud authentication and the assumption of an existing
wired RSU cluster constrain its practicality, particularly
for emergency networks.

Hence, the proposed Secure Group Data Sharing
scheme reduces the total communication expenses by 2.5
times, as shown in Table 3. Note: T)xpg encryption and
decryption times are excluded from all schemes listed in
table for simplicity.

5.2. SeDDS Scheme Performance
5.2.1. Computation Overhead.
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e« UAV The UAV expends 7. to compute its half
of the Diffie-Hellman key exchange in step 2. It
also allocates 4 x T,,, for verifying vehicle mes-
sages, signing its own message, and Tygs_ g for
encrypting the file using the data session key.

e Vehicle VID, generates the half Diffie-Hellman
key within 7¢. In total, it spends 6 x T, to sign
or verify signatures of UAV; and CSP. VID; also
requires T'aps—p to decrypt the file at the end.

5.2.2. Communication Overhead. Similarly, identities,
timestamps, and file identifiers each take two bytes. The
signature scheme utilized [16] accounts for 60 bytes, while
the hash function is SHA-256 (32 bytes).

o UAV The message in step 2 contains C”, assumed
to take L bytes, and the rest of the messages sent
by the UAV amount to L + 216 bytes.

o Vehicle The message sent in step 1 by VID
totals 88 bytes. Messages sent in steps 3 and 5
include the SHA-256 hash of the message, adding
32 bytes. The total overhead for a vehicle is 292
bytes.

5.2.3. Overhead Comparison. Table 4 summarizes the
overhead of the SeDDS scheme in comparison with sim-
ilar works. Please note that the size of the encrypted file
L has not been listed for all schemes for simplicity.

To the best of our knowledge, there is no secure direct
data sharing scheme that assumes no trust between entities
and can be run offline. The following are similar works
to SeDDS:

HDMA [19] is a 5G-enabled VANET hybrid message
authentication scheme. It involves vehicles authenticating
with Road Side Boxes to obtain local group signature
private keys, using them to sign messages directly to other
vehicles. Despite meeting specific security requirements,
HDMA is less suitable for UAV scenarios due to its
reliance on costly public cryptography and the absence
of non-repudiation, a crucial security element for UAVs
[2].

CBDDS [24] introduces a secure and revocable
cache-based distributed data sharing scheme for privacy-
preserving authentication between vehicles and Edge
Servers (ES) in vehicular networks. In their approach,
ES takes on roles of authentication and authorization,
incorporating a token authentication mechanism and a
multi-authority CP-ABE! algorithm for access control.
However, their assumption of ES lacking resource lim-
itations is not suitable for UAVs in our system model,
and the computation overhead grows with the number of
supported attributes.

The authors of [25] focused on UAV communication
security in military zones, proposing two protocols: SP-
D2GCS for communication between a drone and Ground
Control Station, and SP-D2MD for communication be-
tween a drone and a monitoring drone, acting as a middle-
man to the ground station. Despite meeting some security
requirements, their model relies on the monitoring drone
transmitting all data. As a result, their protocols are not
suitable for (1) resource-limited drones and (2) emergency

1. Cipher Policy Attribute Based Encryption
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Figure 3. Direct Data Sharing Performance Comparison

networks when a connection to the ground station isn’t
available.

In conclusion, SeDDS, as demonstrated in Table 4,
reduces overall computation by 1.5 times and imposes a
lighter communication load on UAVs and vehicles.

6. Security Analysis

In this section, we assess proposed protocols resilience
within the defined threat model and discuss how to address
compromised entities beyond this model considering real-
world vulnerabilities of the entities.

6.1. Security Assessment of Protocols

Confidentiality and Integrity: To safeguard ex-
changed data from unauthorized access, SeGDS
encrypts file content with AES, and even if an
adversary acquires a UAV’s private key, the group
leader can revoke victim’s credential, preventing
access to the session key shared via multicast
encryption. In SeDDS, UAVs generate a secure
symmetric encryption key through DHKE based
on the DLP? assumption. Our protocols utilizes the
certificateless signcryption [16] on all exchanged
messages, ensuring confidentiality, data integrity,
and unforgeability under the CDHP® and DLP
assumptions.

High Availability ensures system resilience to dis-
ruptions like DoS attacks. Our protocols guarantee
service availability through UAV-friendly compu-
tation constraints, identifying and excluding en-
tities causing delays, and enforced authentication
on all message exchanges. Having timestamps on
messages prevents replay attack.

Mutual Authentication The AUSF plays a vital
role in the 5G Core network, ensuring authentica-
tion for network entities among other responsibili-
ties. This ensures the security of identity handling
in our protocols. Additionally, mutual authentica-
tion occurs among all entities through signcryption
of messages using CLGSC [16]. The scheme is
resistant to forgery based on the DLP assumption.
In both protocols, entities are required to verify the

2. Discrete Logarithm Problem
3. Computational Diffie-Hellman Problem
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TABLE 4. COMPARATIVE COMPUTATION AND COMMUNICATION COSTS ANALYSIS FOR SECURE DIRECT DATA SHARING SCHEMES

Scheme Computation cost (ms) Total bytes
HDMA [19] 6Tc +3Trsay, +4Trsap +2TRsay + Tapsy + Tags, = 60.14 1560
CBDDS [24] 15T + 13Ty + 9Tsm + 2T rsa, + 2T rsAy + Tans,,= 141.83 2580

SP-D2MD [25]  4Te + 6Tm + 2Taps, +2TaEps,, = 20.36 781

SeDDS 2Te + 10T + Tags, + Taps, = 14.20 508

TABLE 5. SECURITY COMPARISON IN DIRECT AND GROUP DATA SHARING SCHEMES.

Security Requirements HDMA [19] CBDDS [24] SP-D2MD [25] Cui et al. [22] Tan et al. [23] SeDDS  SeGDS
Confidentiality and Integrity v v v v v v v
High Availability X X v X X v v
Mutual Authentication v v v v v v v
Non-Repudiation X v X v v v v
Content-agnostic v X v X X v v
Support Offline Connection X X X X X v X
Support Group Data Sharing X X X v v X v
Support Vehicle/UAV Revocation X v X X v v v
Resist Collusion attack v v X X v v v
Resist Free-ridding attack X X X X X v v

sender’s signature at each step before advancing
further.

Non-repudiation In UAV aided data sharing, it
is crucial to ensure actions cannot be denied [2].
Signatures from the content service provider and
UAVs prevent forgery and denial attacks, ensur-
ing detectability and non-repudiation. The ID and
timestamp on each message reveal participation
details. In SeGDS, any attempt to share tam-
pered data is easily detected. In SeDDS, malicious
U AV} sharing tampered data with VID; requires
a valid Ack message from V' ID; to prove an hon-
est data exchange act. This Ack message contains
P, @ (C") since AUSF uses the original data M
from CSP to verify the signature. Unless UAV;
forges V' ID,’s signature, it cannot deny malicious
behavior. VI D, cannot create a false report against
UAV; as it requires forging the U AV signature.
Content-agnostic In UAV-assisted networks, the
protocol’s adaptability to diverse data types is
crucial for applications like emergency networks
[6] or base station traffic offloading. Unlike some
approaches relying on contextual data, our proto-
cols stay practical for real-world scenarios. Data
selection in our protocols is directed by the RSU or
vehicles, eliminating the dependency on historical
data or static distributed storage systems.
Support Offline Device-to-device (D2D) com-
munication in unlicensed spectrum enhances en-
ergy efficiency, boosts data rates, reduces link
latency, and allows devices to utilize interfaces like
Bluetooth or Wi-Fi Direct [13]. Given the critical
applications relying on this communication, such
as public safety, its security is paramount, and, to
the best of our knowledge, although there’s D2D
protocols with intervention of base station [19]-
[24], there lacks a secure outbound autonomous
D2D authentication and message exchange proto-
col except the proposed SeDDS scheme.
Support Group Data Sharing SeGDS achieves
lightweight overhead as group size increases, en-
suring efficient collaboration for tasks. Fig 2 il-
lustrates this effectiveness, maintaining support for
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mutual authentication, message integrity, and non-
repudiation through strategic task splitting, pre-
venting the need for full content sharing between
the service provider and UAVs.

Support Vehicle/UAV revocation We utilize cer-
tificateless public key cryptography (CLPKC) with
blacklist-based revocation, where entities private
key stems from contributions by both the KGC
(Key Generator Center, here AUSF) and the entity
itself. The KGC, while unaware of the entities
private key, can authenticate its public key. In
proposed protocols, if the malicious behavior of
a UAV or vehicles exceeds a predefined threshold
during protocol execution, its ID is blacklisted,
preventing further service use. Note that CLPKC
doesn’t require certificate revocation on the re-
maining devices.

Resist Collusion attack A collusion attack in-
volves authorized but malicious UAVs collaborat-
ing to provide malicious services to authorized
entities. In SeGDS, there are two scenarios of
collusion attacks. (1) A group of malicious UAVs
colluding with a legitimate group leader (RSU)
to obtain session keys of other groups without
participating in the protocol. This is prevented as
the data encryption key is unique per group session
and generated by the RSU and service provider
through a Diffie-Hellman protocol. (2) A group
of malicious UAVs colluding to share tampered
data with benign UAVs is detected, as the service
provider signs every file segment with a proper
timestamp before sharing with UAVs.

Resist Free-riding Attack Free-riding attacks in-
volve attempting to receive data without participat-
ing or providing compensation. In SeGDS, detec-
tion of non-participating UAVs occurs during the
data consolidation phase. This detection enables
the RSU to prevent malicious UAVs from access-
ing the session key, as they are excluded from the
multicast encryption scheme. In SeDDS, a VID,;
attempting to receive data without acknowledging
the recipient of the service faces two choices. They
can either refrain from sending the key hint request
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in step 3, rendering the encrypted data unusable, or
they may try to create a fake report against U AV;
by forging U AV}’s signature. However, this latter
option is impractical under the Discrete Logarithm
Problem (DLP) assumption.

6.2. Further Analysis: Compromised RSUs

RSUs are vulnerable to compromise due to their phys-
ical accessibility. Here, we discuss mitigation strategies to
address compromised RSUs in SeGDS.

o Resist Message Fabrication If a compromised
RSU attempts to modify packet data received from
the CSP while sharing with vehicles, it will be
detectable by the vehicles since the CSP signs
every file segment (step 3 of Co-op download
phase) before sending to UAVs. Therefore, the
RSU would need to forge the CSP signature,
which is not feasible under the DLP assumption.

« Mitigate DoS Attacks against UAVs A compro-
mised RSU may attempt to drain UAVs’ energy,
making them inaccessible due to their limited
resources. While the RSU cannot fabricate mes-
sages, it can initiate fake data download sessions
with large files, depleting UAVs’ battery or stor-
age. To counter this, we propose implementing a
hardware file size limit on UAVs to reject large
file downloads. This trade-off aligns with our goal
of providing on-demand data sharing capability for
public safety. Additionally, we plan to address this
challenge in future work by monitoring the group
leader’s (e.g., RSU) behavior via designing a de-
centralized peer-to-peer mechanism for SeGDS,
enabling UAVs to collectively execute the protocol
even without RSU presence.

o Support Zero Trust In the defined threat model,
RSUs are considered honest entities. However, to
ensure the same level of security against honest-
but-curious or malicious RSUs, we can adopt
lightweight zero trust protocols like [26], wherein
RSU would not be able to learn about the file con-
tents due to the enforced access control policies.

In conclusion, the proposed protocols not only meet
the established security requirements but also offer a ro-
bust array of security features compared to existing works,
as delineated in Table 5.

7. Energy Efficiency

Ensuring both security and energy efficiency is critical
in UAV-assisted networks. Here, we discuss how our pro-
posed protocols achieve energy efficiency and outline our
future research directions. Energy efficiency methods in
UAV communication can be categorized into four groups
[27]:

1)

Designing lightweight communication protocols

2) Optimizing resource allocation
3) Enhancing trajectory planning
4) Integrating energy harvesting methods

Regarding (1), our protocols meet essential security
requirements (as detailed in Sec. 6) while minimizing
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communication and computation burdens on devices (as
measured in Sec. 5), achieving a reduction of approxi-
mately 1.5-2.5x. This is accomplished through the use of
symmetric encryption and certificateless cryptography.

Approaches in (2) and (3) lie beyond our current
expertise. However, studies suggest the potential of re-
configurable intelligent surfaces (RIS) to extend coverage
by adapting to channel dynamics in drone communica-
tions [28]. Additionally, adopting technologies such as
software-defined networking (SDN) and network function
virtualization (NFV) has shown promise in UAV networks
for resource management and scalability [2].

Regarding sustainable energy sources (4), a hybrid
solar-RF* energy harvesting system presents a viable so-
lution, enabling UAVs to sustain day and night flights.

In future work, we aim to evaluate the total energy
consumption of our protocols on the Pixhawk platform
[29], measuring concrete energy efficiency achieved in the
categories explained above.

8. Related Work

While prior research explores UAV communication
using various networking paradigm and blockchain con-
sensus [30]- [31], our paper emphasizes securing data
communication in UAV-assisted networks through authen-
tication, key agreement, and data exchange protocols.

8.1. Authentication and Key Agreement

In the domain of Internet of Vehicles (IoV), [32]
proposes a novel authenticated key management scheme
renowned for its security and efficiency. This scheme
incorporates certificateless group authentication, a notable
feature aimed at mitigating the burden of public key
overhead on devices. Transitioning from this approach,
[33] addresses the distinct challenges posed by UAV-
assisted Vehicular Ad-hoc Networks (VANETS). Here,
they introduce a lightweight two-factor Authentication and
Key Agreement (AKA) scheme based on chaotic maps,
tailored to the unique characteristics of UAV deployments
within VANETs.

Moreover, as the integration of unmanned aerial vehi-
cles (UAVs) in VANETSs becomes increasingly prevalent,
optimizing resource utilization becomes paramount. To
this end, [34] contributes an innovative drone-assisted
anonymous AKA framework, designed specifically for 5G
VANETs. Leveraging the Real-Or-Random (ROR) model,
this framework achieves a delicate balance between se-
curity and computational overhead, making it particularly
well-suited for UAVs operating within VANET environ-
ments. This transition underscores the evolving landscape
of authentication and key agreement protocols in the
context of UAV-assisted VANETs.

8.2. Secure Data sharing

In the context of UAVs, where secure data sharing
remains a relatively new domain, insights gained from
analogous networks like Device-to-Device (D2D) com-
munications and Vehicular Ad-hoc Networks (VANETS).

4. Solar-Radio Frequency
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[35] proposes a secure data sharing scheme within the
framework of 5G-enabled mobile devices, facilitated by
base stations for connection establishment, while data
transmission occurs directly between devices. Noteworthy
is the introduction of an incentive mechanism aimed at
fostering user participation, coupled with robust measures
to track and deter malicious behavior, thereby ensuring
service availability and thwarting free-riding attacks.

Transitioning to the domain of 5G-enabled vehicular
networks, [15] presents a secure content-sharing approach.
However, its reliance on a Trusted Authority (TA) to
manage buffers for content tracking raises practical con-
cerns, particularly in dynamic content sharing scenarios
and emergency situations where TA availability for vehicle
selection may be limited.

Meanwhile, [36] introduces a rapid authentication and
data distribution protocol within the framework of 3GPP
5G networks. Here, a collective of narrowband Internet
of Things (IoT) terminals achieves concurrent access au-
thentication and data transmission, catering to the growing
demand for efficient data dissemination in IoT environ-
ments.

In response to the imperative for a secure video re-
porting scheme, [37] outlines a novel approach wherein
edge nodes assume the responsibility of message verifica-
tion and classification. This methodology expedites report
analysis and resolution of duplicates, addressing critical
requirements for efficient and reliable video reporting
systems. Similarly, [38] reveals security vulnerabilities in
vehicular video reporting services such as replay, message
fabrication and DoS attacks. Authors proposed strategies
to mitigate such attacks in VANETS.

9. Conclusion

In conclusion, this paper addresses the pressing de-
mands for scalability, high availability, and security
in VANETs through the introduction of two proto-
cols, SeDDS and SeGDS. SeDDS enables secure di-
rect data sharing among devices in an out-of-band au-
tonomous communication setting, eliminating the need for
a trusted party or presuming trust among entities. On the
other hand, SeGDS presents a collaborative data sharing
scheme, meeting security requirements for swarm UAVs
while minimizing computation and communication costs.
The meticulous evaluation of these protocols, demon-
strated through comparative analyses, underscores their
superiority in both security and efficiency over existing
models. As we navigate the evolving landscape of 6G,
these protocols provide a transformative pathway toward
unlocking the full potential of drone-assisted communi-
cation. Future work will focus on enhancing resistance
against a broader range of attacks, particularly those tar-
geting entities hardware.

Appendix

Certificateless Generalized Signcryption (CLGSC)
scheme. Generalized signcryption is a cryptographic prim-
itive that not only can obtain encryption and signature in a
single operation, but also provide encryption or signature
model alone when needed. Zhang et al. [16] proposed
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an lightweight CLGSC scheme with low computation
overhead which is composed of four algorithms defined
as follows:

Setup(k).The KGC generates two primes p and g,
with the chosen security parameter k, where ¢|p — 1 and
a cyclic group G with prime order ¢ and a generator
of P. The KGC selects random number zy € Z; as
the master private key, then, computes Xy = zxy P as
the public key. Moreover, the KGC chooses three secure
hash functions: Hy : {0,1}* x G x G x G — Zj,
Hy: ZyxZy — Zy, Hy : Zy x Zy — {0,1}". Define an
index function f(ID) such that, f(ID) = 0 if ID = @,
otherwise f(ID) = 1. The system parameters is published
as params = (pa q, P7 XNa H17 H27 H3)

KeyGen(ID;). This algorithm is performed between
the user I D; and KGC interactively.

o The user /D; randomly selects z; € Z; as part
of its private key and computes X; = z; P as its
partial public key and sends (/D;, X;) to KGC.
The KGC randomly selects y; € Z; and computes
Yi = viP, 2z =y +anvH (ID;,Y;, X5, Xn)
for the user with partial public key X;. The KGC
sends the partial private key z; of user I D; through
a secure channel and its public key (X,,Y;) is
stored in the public tree by the KGC.>

CLGSC(ID4,IDp,m).The sender 1D, to perform a
signcryption (signature or encryption) of the message m
for the receiver I Dp goes through following steps:

Computes f(ID.), f(IDp);
1D, randomly selects r € Zj;, and computes
hl = Hl(IDBaYBaXB7XN),

Computes f1 = rP, fo = rf(IDa)/(xa + 24 +
f3), fs = Ha(f1,1Da,m);

Computes m’ = (Hs(vy,v2)f(IDg)) & m, in
which v1 = rXp,vo = (Y5 + hi XN);

Returns p = (f1, fa, f3,m') as the ciphertext.

UCLGSC(IDy,IDpg, ). The receiver IDp can de-
crypt and verify p as follows:

Computes f(IDyu), f(IDR), R}
HI(IDA7YA5XA7XN);

e Computes vi = zpfi,vhs = zpfi,m =
(Hs(vi,v3)f(IDg)) @ m';
. Checks HQ (fg (XA + YA + h/lXN +

f3P),ID4,m) = f3 for signature verification
and Hy(f1,IDa,m) = f3 for the encryption
mode. If the equation holds, the message is
accepted.
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